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This report presents the results of our review of the updates to the Internal Revenue
Service’s (IRS) Enterprise Architecture (EA). The overall objective of this review was to
determine whether an effective system of controls and processes has been established
to ensure the development and update of the EA.* To accomplish this objective, we
determined whether the artifacts and models necessary to update the EA were being
properly completed, and we evaluated conformance with and usage of the EA.

Designing and developing an architecture that will guide the modernization of the IRS’
information technology is an extremely complex project but one that is essential if the
modernization is to be successful. Without a detailed architecture to guide the
development of the new projects, it would be very difficult to ensure that all needed
functionality was developed and that individual projects were integrated and worked
with each other.

The latest EA update, release 2.0, was completed in March 2002 and is the third
revision of the architectural blueprint originally developed in 1997. This update
simplified the structure and improved the usability of the EA by consolidating numerous

! The EA defines the IRS’ future business objectives, processes, requirements, products and services to be offered,
and the basic computer hardware and software that will be used to provide these services.



individual work products into several coordinated volumes. Release 2.0 creates a more
usable and complete enterprise requirements section, updates a key data model,
provides traceability from business processes to systems, and defines system
interfaces. Business Systems Modernization (BSM) Projects are also beginning to be
initiated based on business needs documented in the EA. The Business Systems
Modernization Office (BSMO) effectively communicated this release throughout the
organization using an internal web site.

In summary, we found that while the completion of release 2.0 was a major milestone
and improved the EA, some of the development processes and procedures followed to
complete the update could be improved. The IRS has recognized that establishing and
adhering to effective processes is key to its ability to succeed in modernizing its
systems. The BSMO worked with the PRIME contractor? to develop the Enterprise Life
Cycle (ELC)® to help guide the BSM effort. Some of the EA development processes and
requirements described in the ELC were either not followed or not completed. Users
should have been more involved in the initial development of the update, and although
the EA review process was thoroughly planned, some of the review teams did not follow
the guidance in the plan. Additionally, key processes designed to ensure large-scale
IRS modernization projects are compliant with the EA were not consistently followed,
and processes to ensure the small-scale modernization projects funded from the IRS’
Information Technology budget are compliant with the EA have not been established.

As a result, certain key pieces of the EA, including those related to business goals,
strategies, and plans, were not updated in this release of the EA. Additionally, other
models that establish the technology and map business processes and requirements to
that technology were not thoroughly developed in the initial draft of the EA provided to
the IRS for review. Although some of these products may have been completed before
the IRS accepted the final version of the EA release 2.0, we believe that had the PRIME
contractor and BSMO followed ELC guidance, the products would have been in the
initial version submitted to the IRS for review. In addition, if users had been more
involved in the development of this release, the BSMO would have greater assurance
that the users will understand and follow the EA in future modernization efforts.

The IRS is working towards establishing processes to ensure that small-scale
modernization projects adhere to portions of the EA, but these processes are still in
draft. Without processes to ensure compliance with the EA, the IRS could spend
significant amounts of money on small-scale modernized systems that do not integrate
well with the large-scale modernized systems currently being developed by the IRS.

To address these issues, we recommend the BSMO require users of the EA to certify
that their conditions for approval raised during reviews of previous releases, as well as
those raised during their current review, have been adequately addressed in the EA

2 Computer Sciences Corporation is the PRIME contractor for the IRS’ modernization effort.

® The ELC defines the processes, products, techniques, roles, responsibilities, policies, procedures, and standards
associated with planning, executing, and managing business change.
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release 2.0. The BSMO should also document and institute an EA management
process that ensures development of future updates to the EA meet the needs of the
users, and should adhere to previously described EA certification processes that require
an EA certification before a project is allowed to move into development. In addition, we
recommend that the Deputy Commissioner for Modernization & Chief Information
Officer require a comprehensive EA compliance review of all strategic small-scale
projects that communicate or interface with large-scale modernized systems prior to
funding the development activities of the small-scale projects.

Management’s Response: The Deputy Commissioner for Modernization & Chief
Information Officer indicated that users of the EA would be required to certify that their
approval conditions for the EA release 2.0 are adequately addressed. In addition, users
who raised EA release 1.0 issues regarding Data Management, Disaster Recovery,
Mapping of Business processes to technology, and Security Architecture will be
required to certify that these issues are resolved.

To ensure future updates to the EA meet the needs of the users, the PRIME
contractor’s Business Transformation Office is developing a management process to
engage the IRS Business Operating Divisions.

To ensure modernization projects receive an EA certification before advancing into their
development phase, the BSMO will continue to follow the Technical Directive issued to
address the EA certification process.

Finally, the Deputy Commissioner for Modernization & Chief Information Officer agreed
to document procedures to ensure all strategic small-scale projects that communicate or
interface with large-scale modernized systems are reviewed for EA compliance.
Management’s complete response to our report is included as Appendix IV.

Copies of this report are also being sent to the IRS managers who are affected by the
report recommendations. Please contact me at (202) 622-6510 if you have questions or
Scott Wilson, Assistant inspector General for Audit (Information Systems Programs), at
(202) 622-8510.
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The Latest Update to the Enterprise Architecture
Improves on Previous Versions, But Processes to
Develop Future Updates Could Be Improved

Background

The Internal Revenue Service (IRS) is in the process of
modernizing its technology base. One of the problems with
the IRS’ current information technology is that components
were installed in a piecemeal fashion over a long period of
time without consistent direction or focus. The IRS’
Enterprise Architecture (EA) is being developed to provide
this direction and focus. The EA is intended to bridge the
gap between the IRS’ vision for its future operations and the
individual modernization projects that are currently
designing and deploying the new computer systems. The
EA is one of the foundations of the IRS’ systems
modernization effort.

The EA defines high-level concepts such as the IRS’
mission, vision, and future business objectives. It also
defines the IRS’ business processes, business requirements,
anticipated processing volumes, products and services to be
offered, and locations where they will be provided. Finally,
it defines basic hardware and software technology
components that will be used to provide these services.

Given the large and complex nature of IRS operations, if
each modernization project were left to independently
interpret the IRS vision and strategy, there would be a high
probability that deployed solutions would be non-integrated,
inconsistent, and have overlapping or conflicting
functionality. These problems could lead to excessive costs
for development and maintenance, unmet business
expectations, frustrations among users and employees, the
IRS’ inability to exploit new ways of doing business (such
as e-business), unmet security and privacy requirements,
and rigid computer systems that do not communicate well or
are unresponsive to change.

When the current modernization effort began several years
ago, the IRS and the PRIME contractor* were using an early
architectural blueprint developed in 1997. The first major
revision of the architecture, called EA release 1.0, was
completed in December 2000. In June 2001, EA release 1.1

! Computer Sciences Corporation is the PRIME contractor for the IRS’
modernization effort.

Page 1



The Latest Update to the Enterprise Architecture
Improves on Previous Versions, But Processes to
Develop Future Updates Could Be Improved

was completed. The latest update to the EA, release 2.0,
was completed in March 2002. Through November 2001,
the IRS had paid approximately $27 million to the PRIME
contractor for the development of the EA.

In 2000, we conducted an audit of the processes used to
develop EA release 1.0.% In response to recommendations
presented in the audit report, the IRS indicated that an EA
supplement to the Enterprise Life Cycle (ELC)® would be
developed to include the critical processes necessary to
establish and update the EA and to provide needed guidance
to modernization projects. This supplement was eventually
developed and incorporated into the ELC. The supplement
cites the following three critical success factors for the EA:

« Enroll the Business - Make sure the IRS executives
understand the business value of having and complying
with the EA.

«  Avoid Creating Shelfware *- Continually maintain and
periodically refresh the EA.

» Think Holistically - Consider all the areas of change
when addressing the EA.

More recently, in response to Congressional and General
Accounting Office (GAO) concerns, the IRS’ Business
Systems Modernization Office (BSMO) established a
certification process that certain projects must follow to
ensure they are compliant with the EA prior to moving into
the development phase.

Our current audit followed up to determine whether
processes were being followed for updating the EA. The
audit was conducted in the BSMO facilities in

2 Additional Actions Are Needed to Strengthen the Development and
Enforcement of the Enterprise Architecture (Reference Number
2000-20-158, dated September 2000).

® The ELC defines the processes, products, techniques, roles,
responsibilities, policies, procedures, and standards associated with
planning, executing, and managing business change.

* Shelfware refers to a document or reference guide that is overly
complex or out-dated and therefore seldom used.
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The Update to the Enterprise
Architecture Improves on
Previous Releases

New Carrollton, Maryland, between October 2001 and
March 2002, in accordance with Government Auditing
Standards. Detailed information on our audit objective,
scope, and methodology is presented in Appendix . Major
contributors to the report are listed in Appendix I1.

The IRS accepted the EA release 2.0 in March 2002. This
update simplified the structure and improved the usability of
the previous release by consolidating numerous individual
work products into several coordinated volumes. In
addition, BSMO management indicated that this release
creates a more usable and complete enterprise requirements
section, updates a key data model, provides traceability
from business processes to systems, and defines system
interfaces.

Most importantly, projects are starting to be initiated based
on business needs documented in the EA. Two of the
recently initiated projects, Filing and Payment Compliance®
and Customer Account Management,® were started based on
needs identified and documented in the EA.

The new release was effectively communicated throughout
the IRS by the BSMO via an internal web site. Thisisa
best practice according to the ELC and is important to
enable the EA to accomplish its critical success factors. The
IRS and PRIME contractor architecture groups held over 25
briefings and education sessions to educate IRS stakeholders
on the content of the EA release 2.0.

While the BSMO and PRIME contractor successfully
completed the EA release 2.0, some key processes outlined
in the ELC guidance for updating the EA were not followed
or completed. We believe following the ELC guidance
would have improved the timeliness and effectiveness of the
EA update process. The remainder of this report details the

® The Filing and Payment Compliance project will provide the IRS with
the ability to manage its accounts receivables more effectively and
significantly increase collections.

® The Customer Account Management project will provide the ability
for IRS employees to deliver consistent quality customer service by
allowing them access to complete history data on taxpayer accounts.
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Closer Adherence to Guidance for
Updating the Enterprise
Architecture Could Improve
Future Releases

areas where the ELC guidance was not followed and
identifies actions that could improve the process for the next
EA update.

The IRS has recognized that establishing and adhering to
processes is key to its ability to succeed in modernizing its
systems. The BSMO and the PRIME contractor have
established guidance and processes in the ELC and
elsewhere to guide the modernization effort. These
processes and guidance are meant to ensure that the
modernization efforts meet the key objectives effectively
and efficiently.

Some key processes identified in the ELC regarding EA
development were not followed in the preparation of EA
release 2.0. The PRIME contractor did not consistently
follow the ELC guidance, the users were not adequately
involved in the development of the release, and the review
and acceptance process that was comprehensively laid out in
the review plan was not consistently followed.

The PRIME contractor did not consistently follow
established quidance in updating the EA

When we conducted our previous audit on the EA in early
2000, we evaluated the processes in place to ensure updates
to the EA were effectively developed. We found that the
IRS had determined that the ELC did not provide the
necessary guidance for developing and updating the EA.
The response to our report indicated that a supplement to
provide this guidance would be approved and included in
the ELC in December 2000. The IRS did approve this
supplement and included it as ELC guidance for future
updates. In addition to providing missing EA guidance, this
supplement mapped required activities and work products to
the Treasury Enterprise Architecture Framework,’ the

" The Treasury Enterprise Architecture Framework provides information
on developing an EA, guidance for using an EA, and guidance for
managing EA activities.

Page 4



The Latest Update to the Enterprise Architecture
Improves on Previous Versions, But Processes to
Develop Future Updates Could Be Improved

Federal Enterprise Architecture Framework,® and the
Zachman Framework for EA.°

However, the PRIME contractor did not consistently follow
the EA supplement to the ELC in preparing the EA release
2.0. A PRIME contractor official responsible for the EA
release 2.0 indicated that parts of the supplement were too
theoretical and that some of the products required by the
supplement were not very useful or successful. He
indicated that his team went back to the original Catalyst
Architecture guidance that was the basis for the ELC, even
though in our earlier review this guidance had been
determined to be insufficient.

Although we agree the supplement did suggest a structure
for EA work products that was difficult to use, other
portions of the supplement, including the guidance on
information required in the EA and the activities necessary
to conduct a thorough update of the EA, were useful and
important. We believe that the PRIME contractor should
have followed the useful portions of this supplement and
revised the portions related to the difficult structure.
However, in January 2002, approximately 3 months after
the PRIME contractor delivered the draft EA release 2.0 to
the IRS for review, the PRIME contractor initiated a change
request to completely remove the EA supplement from the
ELC.

Certain key products required to be in the EA were not
included in the initial EA release 2.0 provided for review.
We believe that information required to be included in these
products was missing from the draft EA release 2.0 in part
because the PRIME contractor did not follow the ELC
guidance in the EA supplement.

® The Federal Enterprise Architecture Framework provides an organized
structure and a collection of common terms by which Federal agencies
can integrate their respective architectures into the Federal Enterprise
Architecture.

® The Zachman Framework for EA establishes a common vocabulary
and set of perspectives for defining and describing today’s complex
enterprise systems.
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For example, one key architecture component, the Data
Administration and Data Management Approach, was not
completed for the draft EA release 2.0. Documentation of
this approach is especially critical for the IRS because
several ongoing modernization projects have been tasked to
develop various segments of the IRS data model.** Much of
these data are shared between projects, so an overall data
management approach is necessary to avoid gaps or
duplication of efforts. PRIME contractor personnel
indicated that this approach was documented in the
supplementary materials section of the EA release 2.0, but
this information was not apparent to us or to the IRS review
teams that conducted in-depth reviews of the draft release.

When we discussed this with BSMO officials, they
indicated that they were in the process of working with the
PRIME contractor to develop the critical guidance needed
by the projects for data management. However, they
indicated that, when completed, this guidance would be
included in the ELC rather than in the EA.

Another key product, the Process/Technology Capability
Matrix, was required by the EA supplement to document the
integration of the relationships between business processes,
organizations, locations, and the enabling technology. This
model would describe the technology side of the
architecture and ensure that the business processes map to
the technology. Although numerous improvements have
been made in the mapping of business processes to
requirements, comments from the reviewers describing the
need for a model to map technology components to business
processes and requirements indicates that this model was
not completed in the draft EA release 2.0.

Another item that we believe to be important, but that was
not completed, was the Architecture and Engineering
Management (AEM) supplement to guide the future
management of the EA. This AEM supplement would

19 The data model should describe the data and information received,
processed, and stored by the IRS. Before designing any system, it is
necessary to understand the data needs that must be met in order for that
system to function properly.
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provide further guidance for the PRIME contractor and the
IRS to use in their efforts to maintain, communicate, and
enforce the EA.

Although some of these products may have been completed
before the IRS accepted the final version of the EA release
2.0, we believe that had the PRIME contractor followed
ELC guidance, the products would have been in the initial
version submitted to the IRS for review. Information
included in these products is important in assisting projects
in their design and development activities and in ensuring
that the EA is effectively managed.

Users of the EA were not adequately involved in the
development of the EA release 2.0

Although the IRS users were heavily involved in developing
the vision and strategy upon which the EA update is based,
these users were not adequately involved in converting that
vision into the EA update.

The ELC lists user involvement as the first project success
factor. One of the guiding principles in the ELC is titled
“Foster Development Partnerships and Joint Ownership of
Results.” The EA supplement to the ELC also lists “Enroll
the Business” as one of the critical success factors for
developing and updating the EA. In addition, it requires
that business processes, organization, and locations be
considered when developing the architecture along with the
applications, data, and technology pieces of the architecture.

Users were not involved in the EA update process because
when planning this EA release 2.0 update, the PRIME
contractor determined that it would independently gather
and review the documentation from the vision and strategy
work and incorporate this information into the EA release
2.0, rather than work with the users of the EA. Once the EA
update development was complete, the users would then
review this update and provide comments. The IRS agreed
to allow the contractor to use this approach, even though it
is contrary to the ELC, primarily because of the scarcity of
IRS personnel with the skills and abilities necessary to assist
in this effort.
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Because up-front user involvement was not present, key
segments of the draft EA that document the business
processes, organization, and location have not been fully
updated. For example, the vision and strategy work for tax
administration was completed in March 2001. Much of this
work was conducted at the same time the business units
within the IRS were just starting their new operations. As a
result, there were various organization and operational items
that were changed or clarified after that work was
completed. These changes were not reflected in the
corresponding sections of the EA, even though the initial
draft of the EA was not provided to the IRS until

October 2001.

Also, some of the users in the IRS’ business units have had
a difficult time finding their operations and activities in the
EA. We believe that if users had been more involved in the
development of the EA release 2.0, the BSMO would have
greater assurance that these users will understand and follow
the EA in the future modernization efforts.

Management Actions: To address the business process areas
in the EA that have changed since the tax administration
vision and strategy work was completed, the IRS has begun
a refresh process to identify and make necessary changes in
the EA. In addition, the PRIME contractor is developing a
Business Transformation office to work closely with the
IRS’ transition manager to ensure that changes in IRS’
business operations are consistent with the EA.

The EA review plan was not consistently followed

The IRS’ EA office created a comprehensive review and
acceptance plan that included the processes and activities
necessary to enable an effective review of the new release of
the EA. The plan included a schedule of actions and time
frames for accomplishing key objectives. It required
various in-depth review teams to analyze the EA and
develop comments, identify issues, and make
recommendations. A standardized feedback form was
provided to each review team to document and organize
their review comments. Finally, signature memoranda were
distributed to stakeholder organizations to ensure
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accountability and to obtain formal approval or disapproval
of the EA.

The review and acceptance plan developed by the IRS EA
office is consistent with the ELC review and acceptance
process and enhances requirements for stakeholder review.
Had this comprehensive plan been consistently followed,
the process would have resulted in a very thorough review.
However, there was inconsistency in the way the review
was conducted.

For example, we found that 4 of the 15 review teams did not
complete their review feedback forms, and only 7 of the 18
organizations required to formally document their approval
or disapproval of the EA release 2.0 actually signed the
approval forms. In addition, reviews were not completed
until approximately 3 months after the planned initial
deadline. Management of the BSMO indicated that the

6 most critical organizations, including the IRS’ 4 primary
business units, provided formal approval of EA release 2.0,
and thus they did not require the remaining 11 organizations
to formally document their approval or disapproval.

A timely, consistent, and thorough review of the EA release
2.0 by all IRS stakeholder organizations was critical because
the PRIME contractor did not involve these users in
developing this update. It is important for users to
understand the EA and how it applies to them, and a review
process assists in achieving that goal. It is also important
for the IRS to have assurance that the stakeholders
responsible for following the EA have reviewed it and
approve of its accuracy and completeness. Without review
comments and approval documentation, the IRS cannot be
certain that a thorough review was conducted.

In addition, some approval conditions and concerns
documented by IRS stakeholders during their review of the
first EA update (release 1.0) were not resolved in the draft
version of the EA release 2.0. We evaluated 26 concerns
raised in reviews of a previous release that should have been
addressed in this release and found 12 that had not been
addressed in the draft version of release 2.0. The critical
concerns that we believe were not adequately addressed in
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this release were the lack of a data management strategy, the
lack of a thorough security architecture, and the lack of
detailed mapping between business processes and
technology.

The IRS EA office believes all of the concerns but one from
reviews of a prior EA release were eventually addressed in
the version of EA release 2.0 that was accepted. Because
the final version was still in process when we completed our
work, we were not able to evaluate it to ensure these
concerns were completely addressed. When we discussed
these issues with management in the week prior to
acceptance of the EA release 2.0, there were still some
significant concerns that had not yet been addressed. In
addition, because of delays in completion of the current
review process, we are not certain whether the key concerns
raised in this review of release 2.0 have been adequately
addressed.

Recommendations

To ensure that all outstanding approval conditions have
been addressed and to improve compliance with EA
development and review processes, we recommend that
BSMO management:

1. Establish a control to ensure that all key users and
stakeholders of the EA certify that significant concerns
raised during previous and current reviews of the EA
have been adequately addressed. Future reviews should
require this certification before IRS’ final approval and
acceptance of a release is granted.

2. Document and institute an EA management process that
ensures development of future updates to the EA meet
the needs of the users. This process should be included
as part of a more comprehensive AEM supplement to
the ELC.

Management’s Response: Key users of the EA will be
required to certify that their approval conditions for EA
release 2.0 are adequately addressed. In addition, users who
raised EA release 1.0 issues regarding Data Management,
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Compliance With the Enterprise
Architecture Certification Process
Needs Improvement

Disaster Recovery, Mapping of Business processes to
technology, and Security Architecture will be required to
certify that their issues are resolved.

The PRIME contractor’s Business Transformation Office is
currently developing the management process to engage the
IRS Business Operating Divisions to ensure future updates
to the EA meet the needs of the users.

One of the key processes established to ensure large-scale
modernization projects currently in process were compliant
with the EA was a certification process. This process was
first described in a December 21, 2000, response from the
IRS” Commissioner to a GAO audit report.* In his
response, the Commissioner indicated that any
modernization project requesting approval to move into the
development phase must first receive a certification that the
project complies with the EA.

This process was later required in letters issued in

May 2001 from the two Congressional committees that
oversee funding of the BSMO projects. The Congressional
committees also required that no funding be allocated after
July 15, 2001, for project development from the March 2001
spending plan unless the project’s EA certification had been
completed.

The EA certification checklist and certification review
procedures developed by the BSMO are comprehensive.
We believe that this checklist and set of procedures, if
followed consistently, would provide assurance that projects
are compliant with the EA.

We evaluated the 19 projects that were in process at the time
of our review and identified 6 that had progressed into
development subsequent to December 21, 2000, when the
EA certification requirement was initially documented.
Three of these projects, Internet Refund Fact of Filing

1 Tax Systems Modernization: Results of Review of IRS’ Third
Expenditure Plan (GAO-01-227, dated January 2001).
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(IRFOF),* Security and Technology Infrastructure Release
(STIR)," and Customer Relationship Management-
Examination (CRM-Exam),* did not obtain EA certification
prior to moving into development. BSMO management
explained that one reason certifications were not completed
was because the certification process was not implemented
until March 2001. Of these three projects that moved into
development without a certification, only the IRFOF project
moved into development after March 2001. In addition,
delays occurred in completing the certification process
because completion of the EA release 2.0 was a higher
priority than completing the EA certifications.

At the time our audit testing was completed, all of the
projects had eventually completed their EA certifications
with the exception of the CRM-Exam project. Management
indicated that the CRM-Exam project would not be certified
because it was already being deployed and did not have a
significant impact on any other modernization projects. We
agree that it would not be cost-beneficial to go back and
certify the CRM-Exam project.

Until the EA is firmly established within the IRS and
projects are consistently initiated and guided by its
principles, the certification process is key to reducing the
risk of building systems that are not aligned with the IRS’
architectural vision of the future. Without an effective
certification process that requires approval at the highest
levels, systems could be developed that do not perform as
intended and may require redesign efforts resulting in
additional expenditures and time delays.

In addition, funding projects into development without EA
certification is contrary to the Congressional intent in the

12 The IRFOF project will provide taxpayers the ability to access refund
and certain tax filing information via the internet.

3 The STIR project will design a customer-focused technical
infrastructure for secure electronic interaction among employees, tax
practitioners, and taxpayers.

1 The CRM-Exam project will assist revenue agents in efficiently and
accurately computing complex corporate taxes.
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Processes Are Needed to Ensure
Strategic Small-Scale
Modernization Projects Comply
With the Enterprise Architecture

guidance on how funding for modernization should be
allocated. This type of activity adds risk to the continued
funding of the IRS” modernization.

Recommendation

To ensure that future projects are in compliance with the
EA, we recommend that the BSMO:

3. Follow the certification process described in the
December 2000 response to the GAO and in the letters
from the Congressional committees. This process
requires that, before a project can move into
development, it must receive a certification that it is
compliant with the EA.

Management’s Response: The Deputy Commissioner for
Modernization & Chief Information Officer agreed that
projects must receive certification that they are compliant
with the EA before moving into the development phase.
The EA certification process established in an IRS
Technical Directive is being followed.

A system of processes and controls has not been formally
established to ensure strategic small-scale modernization
projects funded by the IRS’ Information Technology budget
comply with the standards and guidance in the EA. Ina
previous audit,”® we determined that criteria for classifying
information technology projects were needed. We
determined that lack of criteria could lead to questions on
whether projects were classified properly. In our current
audit, we identified at least one strategic small-scale project
that does have a scope similar to and impact commensurate
with the projects currently classified as large-scale by the
IRS, and there may be others.

The Business Master File (BMF) e-File project is an IRS
project and is funded for a total of $7.5 million for Fiscal

15 etter Report: Authoritative Guidelines and Processes Are Needed
for Classifying Information Technology Projects (Reference Number
2001-20-152, dated September 2001).
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Years 2001 and 2002. This project is being designed to
create a new system to process electronic business tax
returns received by the IRS from business taxpayers. This
new system will interact with a number of existing and
future computer systems within the IRS.

Currently, there are no controls in place to ensure this
project is being designed in compliance with the evolving
EA. For example, the BMF e-File project is not required to
undergo a review for EA compliance prior to beginning its
development phase. As discussed earlier in this report, this
type of EA compliance review is a major control for
large-scale modernization projects.

In addition, we found little involvement in small-scale
projects by the IRS” EA Office or by the PRIME
contractor’s office responsible for EA development. The
BMF e-File project leader we interviewed instead cited
heavy involvement by the IRS’ Systems Engineering and
Integration office. Although this office is beginning to
develop some initial processes to evaluate EA compliance, it
has not yet completed processes to ensure strategic small-
scale projects adhere to the IRS” EA. All modernization
projects, regardless of how they are funded or classified,
should be managed to ensure they follow the standards,
approaches, and guidelines in the EA.

The lack of EA processes for strategic small-scale projects
is due to several factors. The IRS and PRIME contractor
EA groups have focused their efforts on developing the EA
and reviewing large-scale projects for compliance with the
EA. We were also informed that the Systems Engineering
and Integration office does not have the staffing resources to
review small-scale projects. There are currently

63 projects in that category, which are funded for
approximately $85 million for Fiscal Years 2001 and 2002.

Another reason for the lack of EA processes for strategic
small-scale projects is that the PRIME contractor had not
completed a critical piece of the EA, the Enterprise
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Transition Strategy (ETS),* by the time we completed our
review. The ETS is needed to answer the questions of what
new systems will be delivered and when. At its current
level of detail, the EA does not specifically reference small-
scale projects such as the BMF e-File project.

As more modernization work is accomplished with small-
scale projects, the lack of controls and processes to ensure
these projects align with and conform to the EA could result
in deployed systems that have overlapping or conflicting
functionality. This situation could create several additional
problems such as:

» Excessive costs for development and maintenance.
e Unmet business expectations.

» User and employee frustration.

» Violations of security and privacy requirements.

Management Actions: The IRS currently has a draft process
in development to evaluate whether strategic small-scale
projects are in compliance with the Release Architecture.
We obtained a copy of this draft process during our review
but were told that it was still being revised.

Recommendation

To ensure strategic small-scale projects conform to the EA,
we recommend that the Deputy Commissioner for
Modernization & Chief Information Officer:

4. Require a comprehensive EA compliance review
process for all strategic small-scale projects that
communicate or interface with large-scale modernized

% The ETS describes how the IRS will get from its current state to its
future state over time. It provides plans that show how the systems of
the EA are to be developed over time as work is assigned to specific
projects and to specific releases. It lets the business leaders know what
capabilities they will get and when.
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systems prior to allowing them to be funded for
development activities.

Management Response: The BSMO will update the
Technical Directive for EA certification to include criteria
for a certification and compliance review of strategic small-
scale projects that communicate or interface with large-scale

modernized systems.
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Appendix |

Detailed Objective, Scope, and Methodology

Our overall objective was to determine whether an effective system of controls and processes has
been established to ensure the development and update of the Internal Revenue Service’s (IRS)
Enterprise Architecture (EA). To accomplish this objective, we performed the following tests:

I. Determined whether the artifacts and models necessary to update the EA were properly
completed.

A

Compared the products in the EA draft release 2.0 to the models required in the Zachman
Framework for EA.*

Reviewed the EA release 2.0 to determine whether it addressed the six domains of
change that comprise the foundation of the Enterprise Life Cycle (ELC) methodology.?

Determined whether users were adequately involved in the development of the EA.

Evaluated the current review and acceptance process to determine whether it ensures
updates to the EA accurately document the current state and future vision of the IRS.

Reviewed a sample of concerns documented by the IRS in its review of the early release
of the EA and determined whether they had been addressed in the EA release 2.0 update.
There were 127 concerns or conditions documented for the approval of EA release 1.0.
From this population, we judgmentally selected 26 of the concerns we deemed most
significant. We used a judgmental sampling technique due to the small size of the
population and because we did not intend to project the test results across the entire
population.

Determined whether the EA supplement to the ELC is being followed by the IRS” EA
office and the PRIME contractor’s” office responsible for EA development.

! The Zachman Framework for EA is widely accepted as the definitive work in this field. It establishes a common
vocabulary and set of perspectives—a framework—for defining and describing today’s complex enterprise systems.

% The ELC defines the processes, products, techniques, roles, responsibilities, policies, procedures, and standards
associated with planning, executing, and managing business change.

® Computer Sciences Corporation is the PRIME contractor for the IRS’ modernization effort.
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Il. Evaluated conformance with and usage of the EA.

A. Interviewed project leaders from new projects initiated during the first quarter of Fiscal
Year 2002 to determine whether the decision to initiate the project was driven by a
business need documented in the EA.

B. Reviewed the Business Systems Modernization Office EA certification process.

C. Determined how the EA was communicated to the IRS.

Page 18



The Latest Update to the Enterprise Architecture
Improves on Previous Versions, But Processes to
Develop Future Updates Could Be Improved

Appendix Il

Major Contributors to This Report

Scott E. Wilson, Assistant Inspector General for Audit (Information Systems Programs)
Scott Macfarlane, Director

Troy D. Paterson, Acting Director

Tammy L. Whitcomb, Audit Manager

W. Allen Gray, Senior Auditor

Charles Winn, Senior Auditor

George L. Franklin, Auditor

Perrin Gleaton, Auditor

Page 19



The Latest Update to the Enterprise Architecture
Improves on Previous Versions, But Processes to
Develop Future Updates Could Be Improved

Report Distribution List

Commissioner N:C
Deputy Commissioner N:DC
Associate Commissioner, Business Systems Modernization M:B
Deputy Associate Commissioner, Systems Integration M:B:Sl
Director, Enterprise Architecture M:B:SI:EA
Chief Counsel CC
National Taxpayer Advocate TA
Director, Legislative Affairs CL:LA
Director, Office of Program Evaluation and Risk Analysis N:ADC:R:0O
Office of Management Controls N:CFO:F:M
Audit Liaison:
Associate Commissioner, Business Systems Modernization M:B

Appendix Il

Page 20



The Latest Update to the Enterprise Architecture
Improves on Previous Versions, But Processes to
Develop Future Updates Could Be Improved

Appendix IV

Management’s Response to the Draft Report

DEPARTMENT OF THE TREASURY
INTERNAL REVENUE SERVICE
B WASHINGTON. D.C. 20224

DEFUTY COMMISSIONER

Jdune 28, 2002

MEMORANDUM FOR DEPUTY IN CTOR GENERAL FOR AUDIT

FROM: oA J
P%(‘ uty Com ioner for Modernization &
Chief Information Officer
SUBJECT: Management Response to Draft Audit Report — The Latest

Update to the Enterprise Architecture Improves on Previous
Versions, But Processes to Develop Future Updates Could
Be Improved (Audit No. 200120044)

The Enterprise Architecture (EA) is a blueprint for the modernized IRS. The EA marries
high-level business operating models with information systemns to provide efficient,
state-of-the art service delivery for taxpayers. The IRS is a Federal Government leader
in the development and use of an EA. We know we must continue to develop the EA
and our management processes to ensure its viability. On March 18, 2002, the IRS

E xecutive Steering Commitice approved the Enterprise Architecture 2.0. This EA is
driven by a comprehensive tax administration and internal management business vision
that encompasses the business architecture, systems architecture, and standards and
transition strategy. The EA includes roles mapped to business process and four levels
of process definitions and defines business systems for tax administration and internal
management. The EA includes the following requirements:

= Data (conceptual data model);
* Functional;

= Security;

= Systems Management;

= Privacy.

We believe the EA is thorough, usable, and comprehensive.

The Enterprise Architecture 2.0 restructured the previous version for usability and filled
several critical gaps in the requirements and systems. Additionally, Business Operating
Divisions have initiated, as is their responsibility, efforts to update business information.
We will update the Business content through the change management (CM) process.
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2

We agree with your recommendation to ensure key users and stakeholders accept
resolution of conditions. We will require users of the EA that identified conditions for EA
2.0 approval, to certify the conditions are adequately addressed. In addition, we will
have users who raised the EA 1.0 issues of Data Management (issue 87), Disaster
Recovery (issue 43), Mapping of Business processes to technology (issue 37), and
Security Architecture (issue 99) certify satisfactory resolution. We will accomplish this
process by June 2003.

We agree with your recommendation to document and implement the EA management
processes. We will complete the process by December 2002,

Woe also agree projects must receive certification that they are compliant with the EA
before moving into the development phase. We will follow the process established in
the technical directive requiring EA certification by the Director, Enterprise Architecture.
The EA compliance process Is an important aspect of managing IRS capital
investments, and we will continue to develop and expand our management controls now
that EA 2.0 is approved.

The report discusses the need for processes to ensure strategic smail-scale
modernization projects comply with the EA. We agree we need such processes. We
will document procedures to ensure all strategic small-scale projects that communicate
or interface with large-scale modernized systems are reviewed for EA compliance by
August 2002,

IRS Systems Engineering and Integration Division will work with strategic Tier B projects
(improvement projects) to review project architecture documents to ensure EA
confarmance. By the end of 2003, we will complete the compliance review for Business
E-file and future strategic Tier B projects at their Milestone 3 (System Design Review) or
equivalent. We will not retroactively review Tier B projects that already passed
Milestone 3 or equivalent.

If you have questions, please contact me at (202) 622-6800, or Bob Albicker, Deputy
Associate Commissioner for Systems Integration, at (202) 622-7100.

Attachment
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Attachment

Draft Audit Report: The Latest Update to the Enterprise Architecture Improves on
Previous Versions, But Future Updates Could Be Improved (Audit # 200120044)

Closer Adherence to Guidance for Updating the Enterprise Architecture
Could Improve Future Releases

Recommendation 1: To ensure that all outstanding approval conditions have
been addressed and to improve compliance with EA development and review
processes, we recommend that BSMO management establish a control to
ensure that all key users and stakeholders of the EA certify that significant
concerns raised during previous and current reviews of the EA have been
adequately addressed. Future reviews should require this certification before
IRS’ final approval and acceptance of a release is granted.

Corrective Action 1: The EA 2.0 conditions for approval identified by the Gore
Business Systems Executive Steering Commiittee are captured and tracked in
the Item Tracking System through resolution. An appropriate level of
certification of resolution will be obtained.

We will also obtain certification for the following EA 1.0 issues:
Issue 37 — Mapping of Business processes to technology;
Issue 43 — Disaster Recovery;

Issue 87 — Data Management; and

Issue 89 - Security Architecture.

Implementation Date: June 30,_ 2003

Reeponsible Official: Robert F. Albicker
Deputy Associate Commissioner for
Systems Integration

Recommendation 2: To ensure that all outstanding approval conditions have
been addressed and to improve compliance with EA development and review
processes, we recommend that BSMO management document and institute an
EA management process that ensures development of future updates to the EA
meet the needs of the users. This process should be included as part of a more
comprehensive AEM supplement to the ELC.

Corrective Action 2:

The management process for engaging the IRS Business Operating Divisions to
ensure updates to the EA is currently in development by the PRIME, Business
Transformation Office. The Configuration Management Process being
impiemented within PRIME and IRS is being used to manage the changes to the
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Attachment

Draft Audit Report: The Latest Update to the Enterprise Architecture Improves on
Previous Versions, But Future Updates Could Be Improved (Audit # 200120044)

Implementation Date December 31, 2002

Responsible Official: Robert F. Albicker
Deputy Associate Commissioner for
Systems Integration

In. Compliance With the Enterprise Architecture Certification Process
Needs Improvement

Recommendation 3: To ensure that future projects are in compliance with the
EA, we recommend that the BSMO follow the certification process described in
the December 2000 response to the GAO and in the letters from the
Congressional committees. This process requires that, before a project can
move into development, it must receive a certification that it is compliant with the

Corrective Action 3: No additional corrective action is necessary.

The EA Certification process establish in the Technical Directive established by
the IRS to ensure certification of the Modernization projects by Milestone 3 is
being followed.

Implementation Date: March 1, 2002
Responsible Official: Robert F. Albicker

Deputy Associate Commissioner for
Systems Integration
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Attachment

Draft Audit Report: The Latest Update to the Enterprise Architecture Improves on
Previous Versions, But Future Updates Could Be Improved (Audit # 200120044)

IH.

Processes Are Needed to Ensure Strategic Small-Scale Modernization
Projects Comply With the Enterprise Architecture

Recommendation 4: To ensure strategic small-scale projects conform to the
EA, we recommend that the Deputy Commissioner for Modernization & Chief
Information Officer require a comprehensive EA compliance review process for
all strategic small-scale projects that communicate or interface with large-scale
modernized systems prior to allowing them to be funded for development
activities.

Corrective Action 4: We will update the technical directive for EA certification to
include criteria for certification and compliance review of Strategic Tier B
projects.

Implementation: August 15, 2002
Responsible Official: Robert F. Albicker

Deputy Associate Commissioner for
Systems Integration

TOTAL P.BB
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